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1.AcTopunjat u pa3Boj Ha KOMMjyTePCKMOT KPUMMHAT

3a npenat 36opot “hack” 6un ynotpebeH Bo 1960 roguHa BO rpyna 3a
npaeBexwe Ha Mogenu Ha Bo3oBu Ha MUT, Bo Bpcka CO HAYMHOT Ha MaHUNynNupakwe
CO MOAENUTE Ha BO30BW.

Bo 1970 roguHa noyHano nojaByBaweTO Ha nNpBUTE TenegoHCKU
“KpumuHanuu” T.H. phreaks. Tue ce 3aHuMmBane co nposasna BO TenedOHCKUTE
LeHTpanu oA kage usspwysane 6ecnnatHu noBmuu. HajnosHat og oBaa kaTeropuja
Ha kpuMmuHaney (phreaker) e John Draper (Captain Crunch). Toj e kpeatop Ha “blue
box” — enekTpoHCka HanpaBa Koja npou3BegyBa 3ByuM CO ofgpefeHa 6GpaHoBa
AOIMKMHA CO KoM MOXe [a ce ocTBapyBaaT becnnateHu TenedoHcku nosuun. Ncto
Taka BO oBaa kateropwuja cnaraat un Steven Wozniak n Steve Jobs (ocHoBauuTe Ha
Apple), kou 3ano4yHyBaaT CepMCcKO NPON3BOACTBO HA BakBU Hanpasu.

Bo 1983 roguHa e cHumeH dunmot “War Games” Kkoj npeTcTtaByBa Kako
WHcNMpaunja 3a ronem 6poj nyre HWU3 UEnUOT CBeT, Aa CTaHaT xakepu. Wctata
rogMHa 6una darteHa rpyna co nme “414” | koja Bo poj og 9 AeHa, npoBanuna Hag
60 komnjyTepn mefy Kowm cnafane wu komnjytepute Ha “Los Alamos National
Labaratory” — coupma koja ce 3aHMmaBarna co 4eroBM 3a HyKIeapHO BOOPYXXYBaH-€.

1984 roa. ce nojaByBa NPBMOT Xakepckn marasuH “2600”

1986 roa. 6un goHeceH NPBUOT 3aKOH 32 KOMMjyTEPCKM KpMMUHAI Koj 6un co
MHOry HeloCcTaToum 3a nuua Kon ce KOMMjyTEPCKU KpUMUHanNLUM.

Bo 1988 rog. 6un cosgageH npemoT ups(worm). Kpeatop Ha oBOj upB 6un
Robert T.Morris koj 6un ctyaeHT Ha Cornell University n cuH Ha rmaBHUOT HayYHUK
Bo NSA (National Security Agency). Toj ro Tectupa cBojoT “upB” Ha ARPANet n T0j
ce npowwwmpun Ha 6000 komnjyTepu. Toj gobuea 3 roanHu ycrnosHa kasHa 1 10.000°
napvyHa KasHa.

Bo 1990 rog. onepauujata “Sundevil” Bo 14 rpaga Hu3 CA[l, TajHaTa cnyxba
BpwK ancewe Ha uneHosu og BBS (Bulletin Board Systems). O6BuHeHnjaTa Ha
yneHoBute Ha BBS ce: 3noynotpeba Ha TenedoHM u TenedOHCKM CUCTEMM,
HEOBMACTEHO KOPUCTEHE HA KPEOAUTHN KapPTUYKM U CIIMYHO.

Bo 1993 rog. Kevin Poulsen (noseke no3Hat kako Dark Dante) npoBanyBsa
BO TenedoHcka ueHTpana Bo Los Angeles 3a ga 6uae eanHCTBEHMOT KOj LWITO Ke
MOXe [a ce jaBu BO pagno eMucuja Kage LITO rnaBHaTa Harpaga 6uno: asTomobun
Mopwe n aBe natyBaka. 3a oBa Aeno Toj Aobusa kasHa 3aTBOP 5 roguHu.

Bo 1995 roa. 6una wmu3BpweHa ronema komnjytepcka kpaxba BpegHa 10
mMunuoHn gonapu. OaroBopHocTa 3a oBa geno e Ha Bnagumup JleBuH, Bogad Ha
pycka xakepcka rpyna. Toj ycnesa ga “nssneve” og CityBank 10 munuonn gonapv u
aa rm npedpnu nctute Ha cmetkn Bo ®PuHcka n M3paen. Oag 10-te MunoHn gonapw,
400.000 ponapv HuKoraw He ce npoHajaeHun. 3a 0BOj cry4aj Toj gobuBa 3 roanHM
3aTBOp.

1995 rog. ywTte e 3anameTteHa no anceweto Ha KeBuH MUTHUK, efieH oA
HajoobpuTe xakepu Ha cuTe Bpemuwa. Toj nmawe 6e36poj o6BMHEHM]ja Mery Kou ce:
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Kpagere Ha 20.000 kpeguTHU KapTUYKK, ynaa n HEOBMACTEHO KOPUCTEHE Ha BpOojHK
KomMmnjytepckn cuctemm Bo USA, Kako Ha npuBaTHM (PUPMKU Taka U BO ApXKaBHU
NMHCTUTYUMK. 3apagu oBa Toj 4 roAnHW BO 3aTBOP ja Yekarn cyackaTta npecyaa, a Taa
ouna: ywte 4 roguHn 3aTtBop. Bo 2003 rogmHa KeBuH MuTHMK noyHyBa ga ce
3aHMMaBa co komnjytepcka 6e3begHocT. Toj e ocHoBay Ha Defensive Thinking Bo
Jloc AHuenec, dupma Koja ce 3aHMMaBa CO KommjyTepcka 6e36eqHOCT U geHecka
npeTcTaByBa e4eH Of Hajno3HaTUTE eKCnepTn Ha Toa norne.

Bo 2000 rog. ce cnydyBaaT Hajronemute DOS (Denial Of Service) Hanagu.
Mputoa xakepute npaBaT HajronieMn Hanagu Ha:. eBay, Yahoo, Amazon v gpyru
noronemun komnaHuu. Mictata rogmHa xakepw nposanyBaaTt Bo Microsoft mpexa n ro
KpagaT source code-oT 3a HajHoBuTe Bep3um Ha Windwos i Office. Victo Taka Bo
2001 roguHa Microsoft ctaHyBa xptBa Ha DOS Hanagu u 6nokuparwe Ha DNS
agpecu. Pe3yntaTtoT Ha Toa e: MUITMOHM Nnyre Hemaat npuctan go Microsoft cajtoT 2
AeHa.

Bo 2002 rog. mery no3HayajHUTe KOMMjyTEPCKU KpUMUHANM ce cMeTa AefnioTo
Ha bputaHeuor Garry McKinnon KoOj HeaBTOpu3MpaHO MpucTanyBa BO
KomMmnjytepckata mpexa Ha NASA 1 BO amepuKaHcKaTta BoeHa Mpexa U npuynHysa
wTteTa okony 900.000 gonapw.

Cnopen cratuctukmte 3a 2006 roguHa Ha WHCTUTYTOT 3a KommjyTepcka
curypHoct Bo CA/, 6elle npoueHeTo geka npoceyHaTa wTeTa Ha KomnjyTepcka
namama msHecyea 150,000 amepukaHcku gonapu, gogeka npocevHata wTeTta o[,
dunamykm kKpaxobu wunsHecyBa 10,000 gonapu.OBaa cTtatucTuka e objacHeTa co
npuMepoT aeka cajbep kpuMuHaney ke HanpaeBu mamama u ke fobwe npucrtan go
KpeauTHU KapTUYKK, MMa noronem npucran 4o CpeacTBa OTKOSIKY OHOj KpuMmuHanew,
KOj Ke ykpage npupadHuk. XakepoT Koj ke pobue HeoBnacTeH npuctan Ao
KomepumjaneH Beb cajT moxe ga gobue npuctan A0 unjagHUUM pasHU KpeauTHU
KapTUYKN.

Cenak 3a cKkopo ce NOCTOM NPEeBEHTUBA U CeKoja NpuKasHa nma gBe CTpaHu.
Bo cnyyajoT Ha koMnjyTepckn KpMMUHAn, CO Len Aga ce 3awTutume og camute cebe,
HO OBOj MaT BO AUrMTanNHMOT CBET, MOpaMe [a pa3BMeEME HOBM CUCTEMU 3a
npeBeHUKja 1 AeTekumja Ha cajoep KpuMmnHanHu aktmeHocTu. Mopa ga ce cosgagat
cneumjanHn ogpenn Kou Ke rv uctpaxysaaT HerneranHuTe akTMBHOCTU, HO UCTUTE,
3apagum npobnemuTte CO aHOHMMHOCTA M YOBEYKUTE npaBa, HAaCKOpPO Ce coouunja co
ronemun npobnemun 3apagu HapyllyBawe Ha nNpmBaTHOCTa — BUTKa Koja ceywTe ce
BOAW.

EomvHctBEeHMOT noronem npbonem 30WTO npeBeHuujaTa Ha cajbep
KpUMUHaNoT He e TornKy edpekTuBHa e buaejkm getekumjata v 3awwtmra og UCTUOT ce
HaBMCTMHA cKanw.
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2. DOS(Denial of Service) Hanagu

DOS HanaguTe ce eagHU 04 HajKOPUCTEHUTE XaKepCku cTpaTternn. 3a pasnuka og
BUpyCUTE,UpBUTE W TpojaHUUTE OBME Hanaau He u3BpllyBaaT TpajHa wTeTa
(bpuwere Ha nogatoum oA xaph LOWUCKOT, Kpadewe Ha JO3VHKM unm OpoeBu Ha
KpeanTHN KapTU4KKn) TYKY Npeau3BuKyBaaT OHEBO3MOXYBake Ha paboTaTta Ha HEKO)
pecypc (Ha np. Hekoj cepsep). NMpBute DOS Hanagu ce Kopuctene co eaHOCTaBHU
anaTkv Kou reHepupaart v npakaart naketu o egHo mecto o gpyro. Co TekoT Ha
BpeMeTO Tue Oune yHanpegyBaHu Oa W3BpLIyBaaT Hanagu o efeH u3Bop A0
noseke Lenu, og NoBeke M3BOPU Ha efHa Len unu noseke U3BOpY Ha MOBEKE Lienn.
DOS HanaguTe ce m3BpluyBaaTt co Kopuctewe Ha DOS anaTku Ko npakaaTt rofiem
Opoj Ha nakeTu npeky WHTepHeT. Tue naketu ru npennasyBaaT (aHr. flood)
pecypcuTe Ha XpTBaTa M Ha TOj HAYUH “XPTBUTE” OCTaHyBaaT HenckopucteHn. Cekoj
KoMnjyTep nnu 6uno Koj ypea Koj € CNoeH Ha MHTEPHET N KOj UMa MPEXHU YCNnyru
kKom ce Temenat Ha TCP ( Transmission Control Protocol) npetcraByBaaT
NnoTeHUMjanHu XpTBU.
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Hamairag DoS Hanan

DOS Hanagnte MoXe pfa ce nogenat Ha COTBEPCKO WCKOPUCTyBake U
nonnasyBake (aHr. flooding). Hanagute co nonnaByBawe ce 3acHOBaaT Ha €4HO
npaBuno: Toj WTO uma Hajronem bandwidth nobegysa. Hanagu co nonnaByBahe
MOXe Ja ce nogenaT Ha Hangu Cco edeH W3BOp, Hanaau Co NMoBeke W3BOPU WK
Hanagu co pedrekcuja.

Bo Hanagute co egeH M3BOp MOCTOM €A4EeH Hanarad Koj ja nonnaByBa XpTBaTa,
Jofeka BO Hanagute CO rnoBeKke W3BOPWU MOCTojaT noBeke Hanaraun. Bo agBarta
cnyyam Moxe ga ce kopuctaT gogaTtHu zombie komnjytepu (zombie npetcraByBa
KOMMjyTep KOj € MNpeTXOoOQHO 3apas3eH CO WUCKOPUCTyBake Ha HEKOj CUrypHOCEH
nponyct). TakoB KOMMjyTep COAPXM CKpPUeHa nporpama Koja OBO3MOXYBa
Aarie4ynHCKo ynpasyBaH-€ Ha KOMMjyTeporT.

Hanagu co pednekcuja ce cneunjantn criydaeBu Ha Hangu o4 noseke nssopu. Tue
Ce KopucTtaT 3a NpuKpuBawe Ha WOEHTUTETOT Ha BUCTMHCKMOT Hanarady wnu 3a
noronem Hanag. PednekTop e 6uno koj komnjytep Koj ogroBapa Ha nobapyBaaTa.
Bbuno koj komnjytep Moxe Aa ce KOPUCTU Kako pedriekTop co AodaBawe Ha IP
agpecata Ha KOMMjyTepoT-XpTBa BO M3BOPHOTO none Ha nobapysaweTto. Co
AofaBake Ha TMe MHdopMauun KoMnjyTepoT — pedriekTop Ke ucnpatm OAroBop Ha
XpTBata HamecTO HanafayoT. AKO MocCTojaT MHOry Komnjytepu — pedonekropu
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pe3ynTaToT Ha Toa ke 6uae DoS Hanaa. Pasnukata nomery zombie komnjytep u
KoMnjytep-pedriekTop € Toa WTO pedriekTtopute npeTcraByBaar neranHu
KOPUCHULM Ha UHTEpPHET ycnyrute. 3apaam Toa HanagoT Co NOMOLL Ha pednekcuja e
MHOrY TELUKO Aa Ce YHULUTW.

MoHanpenoeH obnuk Ha DoS Hanag npetctaByBa DDoS (Distributed Denial of
Service) Npu Koj TpojaHeL, — Hanarad ce MHCTanuMpa Ha NoBeKke KOMMjyTepu U Taka
BpLUX Hanagu of noseke nokauum Bo ncto speme. OBOj Hanag npeTcTaByBa eAeH Of
HajMOKHUTE cOPTBEPCKN Hanagm WTO gocera BoonwTo e oTkpueH. Co DDoS Hanagu
Oune HeKkonky natu OUCKOHEKTUPaHW U cepBepuTe Ha HajronemMuTe CBETCKM Beb
CcTpaHuuM, kako wto ce Yahoo, eBay, Amazon, CNN u mHory gpyru. OBoj Tun Ha
Hanag e HajHenpenBUANMB W 3aToa € MHOry TELWKO Aa Ce COonpe BakoB Hanaj,
Ouaejkn xakepute KOpUCTaT HEKOSMKY CTOTMHA WMAM MHOry MOBeKe NpeTxogHo
NMHEKTUPAHU KOMMNjyTEPU KOU ' MMaaT NoA CBOja KoHTpona (zombie) u ja kopuctat
HMBHATa MOK T.e. HUBHATa MHTEPHET KOHeKLUMja Hanarajkm ro Ha Hekoj Beb cepsep
unm camo obmyeH komnjytep. Tue ro npaeBaTt Toa Taka LUTO ja nuMHrMpaar (ping) Ha
XpTBaTa of CMTe KOMNjyTepu Kou rv maat nof CBoja KOHTpOsa BO UCTO Bpeme. Toa
ro npaeaTt co nocebeH codTBEP KOj MM KOHTPONMpPA CUTE KOMMjyTEPUTE KOU MM nmaat
noa ceoja koHTpona. [NuHrMpaweTo Ha Hekoja XpTBa CO TOSKY rofiema MHTepHeT
KOHEKUMnja Ke goBede OO NMpeonToBapyBawe Ha KanauuTeToT Ha mpexaTta (buffer
overflow) Ha KOHKPETHMOT cepBep UM KOMMjyTep LWTO € XPTBa Ha OBOj Hanag, no
wTo ce pasbupa ke cnegu u nag Ha uenumot cuctem. EgHa og mepkuTte Koja ja
KopuctaTt roriemMute KOMMaHuM 3a da ce 3awTuTaT o BakoB TWUM Ha Hanag e
WHCTanauuja Ha cneumjanuavpaH co@TBep LWTO 0 KOHTponupa npOTOKOT Ha
nogatoun.OgHocHO AOokonky eaHa IP agpeca nobapyea (request) mMHory noseke
nogatoun o4 NMMWUTOT KOj € 3ajajeH, CoPTBEpPOT aBTOMATCKM O MpPEKUHyBa
NPOTOKOT Ha nogartoun KoH Taa IP agpeca ce gogeka nobapyBaHeTo Ha nogatouu
o Taa |IP agpeca He nagHe nog HopmanaTa.

Attacker Attacker Attacker

=

p

S ..

Web Server \Web Server Web Server
(a) DOS (b) DDOS (c) DRDOS

Ha cnukaTta ce npeTtcTaBeHn Tpu pasnnyHn Buaosun Ha DoS Hanagu
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PeweHne 3a oBoj npobnem mmaat HajaBeHo ABe komnaHum of BoctoH, CAL kou
camuTe KOMMaHWW ce ronemMn KOHKYPEHTU Ha CBETCKMOT nasap. Toa ce Arbor
Networks Inc. n Mazu Networks Inc. kon oTkpMBaaT cocemMa HoBa TakTuMka BO 6opba
NpoTUB HanaguTe T.e. CnpedyBake Ha HanaguTe npeg Aa 4ojoaT ao cepeepute. Toa
npeTcTBaByBa Ha4YuH HanaguTe ga ce npecpeTHaT NnopaHo O4HOCHO Ha T.H. peering
TOYKM Ha WHTEpPHETOT, MecCcToTO Jeka WHTepHeT-npoBajoepckute dupmu ce
cnojysaat co backbone-oBute, ogHOCHO Ha rnaeBHUTE “Marnctpann” Ha cBeTckaTa
Mpexa. Ha Tne Toukm ke ce nHcTanumpaat ypean co nocebeH codpTBep Koj ke Moxe
Aa npaBu pasnuka nomery BoobnyaeH coobpakaj u naketu co naxHu nobapysamra.
HapeneH 4ekop nogpasbupa nouupake Ha HanaradoT, OOHOCHO KOMMjyTepute of,
KoM ce ynaTeHuM Hanagute M HMBHaA wu3onaumja. Ha TOj HauuMH geTekTupaHute
KomnjyTepu ke buaaT UCKyYeHn a HanagoT HemMa Ada ctaca o cBojaTa uen.

Ha cnegHnot rpadmk e npukaxaHo crnopenba Ha wrtetn npeaussukanHn og DoS
Hanagu n octaHaTtu wtetn Bo TekoT oa 2000 go 2006 rogmnHa Bo USA

§ 500000000 <= mem e e

] []Cther kosses
Dos

$400.000.000— --------— ————————

$300.000.000— --------— ————————

1200.000.000—

$100.000.000—

3 1"“”
§ St ol [ ASTL B

2000 2001 2002 2003 2004 2005 2006

Bo TekoT Ha 2006 roguHa e nsrybeHo ckopo 3 MunuvoHun gonapu 3apagu DoS
Hanagute. Ncto Taka DoS Hanagute Bo 2006 rogmnHa npetcTtasyBane 5,27%
of, BKynHUTe rybutoumn Kom HacTaHne 3apaanm noBpena Ha curypHocTa.
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3.BUPYCU U LIPBH

Bo «komnjytepckata TepmuHonorvja 3060poT BuMpyC no geduHuumja O3HadyBa
nporpama koja camaTa ce pennuuupa v LMpW Konuwm of camarta cebe BO Hekou
N3BPLUHN JATOTEKN UNN JOKYMEHTH.

TepmuHoT “BMpyc” npB nat 6un ynotpebeH Bo 1972 rognmHa BO HayyHO —
aHTacTnyHata Hoena Ha [ejsug Llepong “When H.A.R.L.LE. Was One” koja
cogpxena onuc Ha Hekoja nporpamMa Koja ce Hapekysana “Bupyc”. KomnjytepckuoT
BUPYC PYHKLUMOHUPA Ha CNUYEH HayYuH Kako n BuonowkunoT. lNojaBaTta npu Koja ce
BMETHyBa KoOrnuja oOf BMPYCOT BO HeKoja MporpaMa ce BuKa WHdekuuja, a
WHdULMpaHaTa gatoteka — gomakuH (Host). OBae Tpeba oa ce HanomeHe geka BO
OCHOBa KOMMjyTEPCKMOT BUPYC HE MOXE AMPEKTHO [a OowTeTu (PU3NYKM Aen Ha
KOMMjyTepoT, TyKy camo gatoteka (File).

Nako Bupycute moxe ga GugaT MHOry AeCTPYKTUBHM T.€. A4a YHULUTM JOKYMEHTW,
noronemnoT 6poj BUpyCM ja ycnopyBaaT paboTata Ha KOMMjyTepoT WM CO
CaMOpa3MHOXyBaH-€TO M NPEnosiHyBaaT pecypcuTe Ha KOMMjyTepoT.

Hekon Bupycu nmaaT oanoXeHO BpPEME Ha akTMBMpPawEe KoM ce HapekyBaaT Bomb.
Ha npumep BMpycOT MOXe Oa ce akTuBMpa Ha NpeTxXo4Ho oapedeH aatym (Time
Bomb) kora nHduumpa ogpeneH 6poj Ha 4OMaKMHN NN KOra KOPUCHUKOT U3BPLLYBa
Hekoja paboTta Ha komnjyTepoT (Logic bomb).

Bo 061YHNOT roBop TEpMUHOT “BUPYC” ce ynoTpebyBa Aa ce 3aoKkpyxaT cuTe rpynm
Ha MH(EKTUBHM Nporpamu, a TMe MoXxe ga ce nogernar Ha YeTupu rpynu:.

1. Worm (UpB)

2. Trojan Horse (TpojaHeL)

3. Spyware ([Mporpama 3a WNUOHUpaHeE)
4

Adaware ([porpama 3a peknammpame)

3.1 Worm (lpBs)

CtaHyBa 360p 3a He3aBWCHa nporpama (Mnu ceT o4 Nporpamu) Kou ce BO MOXHOCT
Aa MM MHOXaT CBOUTE oOnepaTuBHM [OEnOBU Ha WCT KOMMjyTep WM Ha gpyru
KOMMjyTepM KOPUCTEjKM BeKe mnocTtoevka Mmpexa (npeky WHTepHeT wnu npeky
BMpexeHn komnjytepmn). MNMog HesaBucHa nporpama ce noapasbupa ga oBaa rpyna
Ha BUYpC He e noTpebHa nporpama — OMaKWH Ha Koj ke ce 3akadn. Cnopepn HauymHoT
Ha pa3MHOXYBaH-€TO MOCTOjaT ABa TUMa Ha OBOj BUPYC:

1. LlpB co egeH gomakuH
2. MpexeH upB

MpBWOT TUN Ce 0ANMKYBa Aa Kora ce pasMHOXyBa Ha ApYr KOMMNjyTep OpuUrMHanoT ro
Opvwe (Taka ga noctoMm camMO efHa Konuja Kaj BMPEXEHUTE KOMMjyTepwn).
MonynapHOTO nMe Ha OBOj TUN Ha upB e Rabbit(3ajak).
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MpexxHMOT UpB Ce COCToM of roBeKke OenoBu (Ssegments), kaj LUITO Cekoj aen
dYHKUMOHUPA Ha Apyr KOMMjyTep BO MpexaTta (HepeTko W3BpLllyBa pasfnnyHu
dyHKuun). EgHa og dyHKUMUTE of cuTe AenoBu € NoHaTaMoLLHO pa3MHOXYBaHe Ha
apyr komnjytep. MpexXHuoT upB KOj ro COLPXM [fIaBHUOT CErMeHT T.e. KOj I
KOHTponupa gpyrute ce HapekyBa Octopus (oktonopg). [loctojaT Hekou HanpegHu
TEXHUKN 3a HMBHO Opuliewe, a Haj4ecTo pelleHne Ha OBOj npobnem e
npenHcTanaumja Ha CUCTEMOT.

3.2 Trojan Horse (TpojaHewL)

NmeTo ro uma gobreHo nNo ocBojyBaweTo Ha Tpoja n MMa 3a Luen UCKIyYnBo Aa ce
“BoBrie4e” Ha KOMMjyTepoT WM [da OTBOPU Hekoja nopta (BO KOMNjyTepcka
TepMMHOMorMja BpaTta) HM3 Koja Hanara4oTt Tpeba ga npuctanu Ao nogartouuTe Ha
komnjytepoT. OBue BUpycK yute ce HapekysaaT n Back Door Bupycu. Bo Bpcka co
6pojoT Ha nopTute (65.536) cTtaHyBa 360p 3a MHOry ronem 6poj Ha kKoMGuHauuw.

3.3 Spyware (Mporpamu 3a WNMOHUpPaH-€)

LLInnoHcknTe nporpamu HacTojyBaaT, OTKako Ke BresaT BO KOMNjyTepoT, Aa cobepat
CUTE MOXHM WNpPU KoM ce 4YyBaaT Ha KoMNjyTepoT. Tyka ce nogpasbupa
KOPUCHUYKO MME U JIO3MHKa Ha KOMMjyTepoT T.e. aAMUHUCTPATOPOT Ha CUCTEMOT U
KOHekunjata Ha WMHTepHeT. Cekako, akoO MOXaT da ro usspiat oBa Ke Moxe fa
WwnMoHnpaaT 6uno wTo Ha komnjytepoT. NocTojaT noBeve BNUOOBM Ha COPTBEP KOj
CNyXW 3a 3awTuta of oBOoj Tun Ha Bupycu. [lp: Spyware Doctor, Microsoft
AntiSpyware u cn.

3.4 Adaware (PeknamMHu Bupycwu)

Advertising - peknamHuTe BUPYCW NMpeTcTaByBaaT €4eH TUMn Ha “AocagHn” BUPYCW.
EovHcTBeHa paboTa Ha oBMe BUpPYCM € peknamupawe Ha upmmn n oTBapaat
npo3opum co peknamm (pop-up) 6e3 ogobpeHne Ha KOPUCHMKOT. Tue paboTtart Ha TOj
Ha4yMH KOora ce noBp3yBa KOPWUCHUKOT Ha WMHTepHeT cobupaaT agpecu o4 OHue
MpMM KOM HAjYecTO AdaBaaT napu 3a BakOB BW Ha orfnacysawe. YwWTe efHa
ocobvHa WTOo ja MMaaT OBME BMPYCM € Toa LUTO ja MeHyBaaT noYyeTHaTa CTpaHuua Ha
WHTepHeT npebapysayvoT. OBaa rpyna Ha BMpPYCU He € AeCTPYKTUBHA, TYKy caMo
cMeTa Ha HopManHaTta paboTa Ha KOPUCHUKOT.

XpoHonouwku nornea Ha 10-Te HajonacHU BUPYCU HAa CUTE BPpeMUKbaA
CIH vnu ywrte no3Hat kako YepHooun (1998).
MpoueHeTa wreTa: 20 oo 80 MunnoHn gonapu, 6e36poj yHULITEHN nogaToum

OBoj BupyC 3a npB nat e nywTeH oA TajsaH 6 Jynu, 1998 roguHa n e egeH of
HajonacHWTEe 1 HajlWTeTHU BUpYyCcKn 0 cera. Bupycot ru ndpuumpan Windows 95, 98,
n ME wusBpwHute ajnoBn n 6un cnocobeH ga octaHe BO MemopwujaTa Ha
KOMMjyTepoT o Kafe nNpoaosiKyBan Aa 3apasyBa ApyrvM u3spluHu dajnosu. Toa wTo
ro npasW OBOj BMPYC TOSIKy OMaceH e Toa LWTO KpaTKo nocne akTupauujata Toj
nogaTtoumnTe BO KOMMjyTepoT MM npasen Beke HeynoTpebpnveun. IcTo Taka moxen aa
ro doniewmpa 6GUoCoT Ha 3apas3eHMOoT KOMMjyTep NpaBejkn ro KOMMjyTepoT Beke Aa He
MOXe Aa ce bytupa. bugejkn rm nHdguumpan na3spLluH1Te ajfnoBu Toj MOXenN NeCHO
Aa ce auctpmbytrpa npeky MHOry nporpamu BKIydyBajku ja U AemMo Bep3ujata Ha
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urpata Sin. CIH e nosHat n kako YepHobun (aHr. Chernobyl) 6ugejkm gatata Ha
HeroBaTa akTMBauMja € ucta Co gartaTa Kora ce Cryyurna HykrneapHaTta katacptoda
Bo YepHobun. OBOj BUpYC AeHeC He npecTaByBa cepuo3eH npobrnem Gnarogapejku
Ha KOMMaHMMTE KOW Ce 3aHMMaBaaT CO CUIypHOCTa Ha KOMMjyTepu W
LUMpPOKOPacnNpPOCTpaHeTOCTa Ha MOHOBUTE OMEPaTMBHU CUCTEMU UMYHW Ha OBOj
BMpYC.

Melissa (1999)
MpoueHeTa wrteTta: 300 go 600 MMNMoHW gonapu

Ha 26 mapt 1999 rognHa 3a W97M/Melissa nuwyBano Ha HacroBHUTE CTpaHMLUM Ha
cuTe BeCHUUM BO cBeTOT. [NpoueHKuTe ykaxyBarne [eka OBOj BMPYC WMHMUmMpan
okony 15 go 20 npoueHTn og cute komnjytepu. BupycoT ce paswmpun Tonky 6p3o
Taka WTo rofiemmte kKomnaHum kako Intel, Microsoft n gpyru kon kopuctene Outlook
Oune NpuvHygeHW ga rm UCKyYaT HMBHUTE Maun cepBepu. BupycoTt ro kopucten
Microsoft Outlook ga ce npenpaTtu Ha 50 umurba of KOHTakT nuctaTta. Bo Emaun
nopakute nuwysano: “Here is that document you asked for...don’t show anyone
else. ” n nmano npukadeH gokymeHT. Co oTBapaHh-€TO Ha LOKYMEHTOT BUPYCOT o
WHULUMPan KOMMNjyTepoT W  MpOAOSKyBan CO  pacnpocTpaHyBawTo. Co
MHULMPAHETO BUPYCOT M Moauduumpan AOKYMEHTUTE Ha KOPUCHMKOT BpuLiajkum
ro OPUrMHaNHMOT TEKCT, @ Ha HEeroBO MecTO UCnuwyBsan uMTaTu of aHMMupaHaTa

cepja CumncoHoBw.
2 ILOVEYOU - Meszage [Rich Text] _ O] x|
| LOVE YOU (2000) | File Edit Wiew Insert Format Tools Actions Table Help

I g Reply | 84 Reply to Al | I Forward ‘ S Byl 2

MpoueHeta wTteta: 10 go 15 munjapau
aonapm From; John Doe Sent: Thu 5f4/00 11:29 AM

To Jobn Doe
MosHaT ywTe u kako Loveletter ogHocHo &

Subject:  ILOYEYOL
mwpyb6oBHo nucmo u The Love Bug
(rbyboBHaTa 6ybauka). Toa ©6wuno _ %
cKpunTa HanpaseHa Bo Visual Basic co kindly-eheck-theattatnee LONELETTER
namMeTHO HanpaBeHa W npuBnevuTenHa |=
MamKa: BeTyBawe 3a rbyboB. Ha 3-Tu LOVE-LETTERFORY
Maj 2000 rogwHa, upeoT ILOVEYOU coming from me,  OUTXT.vbs
HajnpBo 6un 3abenexaH BO XOHKOHT.
Toj 6un npeHeceH npeky e-mavn co [Eslal=(«] | y
HacnoB Ha nopakata “ILOVEYOU” n
npukaveH ajn Love-Letter-For-You.TXT.vbs. CnnyHo Ha Melissa, BupycoT cam ce
npenpakan Ha CUTe KOHTaKTU BO KOj MM mman KopucHukoT BO Microsoft Outlook.
WnjagHnum KOpUCHULUM NagHane Ha MamkaTa Ha JbyOOBHOTO MUCMO OTBapajkm ro
MHULMpPaHNOT ajn. BupycoT rm npesanuwysan My3uvykuTe ¢ajnoBu, CRUKUTE U
apyru ajnosu co konuja of Hero, a UCTO Taka u npebapyBan HU3 KOMMjyTEPOT 3a
NUYHM NoAaTouM Ha KOPUCHUKOT Kako M NO3MHKM U MM npenpakan no nowTta Ha
aBTOpPOT Ha BUpYycoT. WHTepecHO e pfa ce
HanoMeHe [Jeka aBTOPOT Ha BUPYCOT € o[ egdiommunicam, "
dununuHUTE HO Nopaan Toa WTO BO TOA BpEME & =~ - = =
HEMano 3aKoH 3a MULIYBakEeTO Ha BUPYCU is3d2 <408 O
aBTOPOT Ha BMPYCOT He € OBBMHET 3a HUKaKBO
KpUMUHANHo geno.

H D s |4

Welcome to http://www . worm.com !

Code Red (2001) Hacked By Chinesel
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[MpoueHeTa wWTeTa: 2.6 Munjapau gonapu

Code Red 6un komnjytepcku upB nywTeH HM3 mpexata Ha 13 Jynu 2002 roguHa.
Toj rm Hanaran komnjytepute Kon nmane crpatyBaHo Microsoft’s Internet Information
Server (11S) Beb6 cepep. YwTte no3HaTt n kako Bady, Code Red 6un gusajHupaH ga
HanpaBn MakcumanHa wreTta. BegHaw no uHdgekuujata Beb cajtoBute kou bune
XOCTMpaHn Ha 3apaseH IIS ja npukaxysane nopakata “HELLO! Welcome to
http://www.worm.com! Hacked By Chinese!“. Toraw BupycoT rnegan 3a apyru
paHfMBK cepBepu 1 rm nHuumpan n HuB. Toa ce cnydyBano npudnuxHo 20 oeHoBU
N Toraw cute 3apaseHun Komnjytepu npasene DoS (denial of service) Hanagn Ha
oapeneHu UM agpecn BknydyBajku ro n cepsepoT Ha benata Kyka. 3a nomanky og
efHa Hefena oBoj BUpyc MHduumpan ckopo 400,000 cepBepu, a NpoLEHKNTE 3a
BKYMHMOT Bpoj Ha MHULMpaHu Komnjytepu 6muno okony 1 MuUnmvoH

SQL Slammer (2003)

MpoueHeTa wrteTa: buaejkn SQL Slammer 6un nywTteH BO caboTa, wreTaTa
HanpaeeHa of Hero 6una mana. Kako n ga e 10j 3apasun 500,000 cepsepu HU3
CBETOT BCYLUHOCT IO UCKITy4nn MPEXHUOT KanauuTeT Ha JykHa Kopeja 3a 12 yacosw.
SQL Slammer nosHat n kako Sapphire 6un nywTeH Ha 25 JaHyapu 2003 roguHa.
Toa 6un upB KOj nman 3abenexnuB HeraTMBeH yaap BpP3 CBETCKUOT UHTEPHET
Tpaduk. Bupycot 6un 376 6ajtn n pangom reHepupan IP agpecu n ce npenpakan Ha
HuB. Ako IP agpecata 6una Ha komnjyTep 6e3 nocrnegHuTe CUrypHOCHW Hagrpaaou
3a Microsoft's SQL Server Desktop Engine, komnjyTepoT BegHalwl MOYHyBan cO
pacnpocTpaHyBak€ Ha BUPYCOT Ha paHaom reHepupanu UM agpecn. Co 0BOj HauuH
Ha pcrnpocTpaHyBake BUpycoT 3apasun 75,000 komnjytepun camo 3a 10 MUHYTH.

Blaster (2003)
MpoueHeTa wTteTa: 2 go 10 munjapan gonapw CTOTULM uijagu 3apaseHn Komnjytepu

Bo netoto 2003 rogumHa IT npodecuoHanun Oune cBegouM Ha NylWTaweTo Ha
upsuTte Blaster n Sobig. Blaster, nosHaTt ywTe n kako Lovsan nnun MSBIlast 6un nps
Ha ygap. Bupycot 6un 3abenexaH Ha 11 ABryct n 6p3o ce paclumpun AocTturajkm ro
BPBOT caMo 3a 2 geHa. lNpeHecyBajkn ce npeky mpexarta n MHTepHeT coobpakajoT
0BOj uUpB ja wuckopuctun paHnmeocta Ha Windows 2000 u Windows XP
onepatmBHuTe cuctemun. Kora ce akTuBupam Ha KOPUCHUKOT My MOKaxyBas
3aKkaHyBa4yku Auanor npo3opel, HajaByBajkM [deKka raceHeto Ha CUCTEMOT €
HemuHOBHO. CkpueH Bo kogoT Ha MSBLAST.EXE (M3BpwHMOT (hajn Ha BMpPYCOT)
6una cmecteHa nopakute. ‘| just want to say LOVE YOU SAN!"” n “billy gates why
do you make this possible? Stop making money and fix your software!!“. Bupycot
cogpxen koA Koj Tpebano ga aktusmpa DoS Hanagm Ha windowsupdate.com Ha 15
Anpwun.

Sobig.F (2003)

MpoueHeTta wrteta: 5 go 10 munjapgun gonapy M Hag 1 MUMOH MHUUMPAHK
KomMmnjytepu

Sobig ro Hanpasun meceuoT Asryct, 2003 rogvHa, MM3epeH 3a KopropauuuTe u
AOMaLLHMUTE KOPUCHWUM Ha nepcoHanHu komnjytepu. Haj nowata BapwujaHTa ©wvn
Sobig.F koj ce pacnpoctpaHyBan Tonky 6p30, NOCTaByBajkn pPeKOpA CO Hag eneH
MWUJSTMOH Konuu BO NpBuTe 24 vaca. Toj rv nHdpuumpan KomnjytepuTte npeky npukadeH
dajn Ha e-maun (co ume application.pif n thank_you.pif). Kora ce aktusupan 1oj ce
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npenpakan Ha cuTe KOHTaKTU of e-MaunoT Ha MHPUUNPAHNOT KOpPUCHUK. KpajaHnoT
pesyntaT 61no npasewe Ha ronem Tpaduk Ha nHtepHeT. Ha 10 Centemspu, 2003
BMPYCOT CaM Ce feaKkTuBMpan n noBeke He npeTcTaByBa 3akaHa. Microsoft objasune
Harpaga oa $250,000 3a cekoj koj ke ro naeHTudukyBan aBTopoT Ha Sobig.F, Ho o
AeHecka BMHOBHUKOT ceyLuTe He e dpaTeH.

Bagle (2004)
MpoueHeTa wreTa: [leceTnum MUNNMoHN gonapu

Bagle, knacuyeH HO codmcTmumpaH UpB, KOj 3a NpB naTt ce nojasun Ha 18 JaHyapwu
2004 roguHa. 3rnoHamMepHUOT Ko r'M NHpuumpan KopucHUUnTe Nnpeky ctTaHaapgHuoT
Ha4MH, Npenpakajku ce npeky mauvn, n npebapysan HU3 dajnoBUTe Ha KOMMjyTePOT
Gapajkn e-mann agpecu Ha kou 6u ce npenpaTtun. BuctnHckata onacHocT Ha Bagle
(nosHaTt n kako Beagle) n HeroBute 60 o 100 BapwjaHTK, € ToaA LUTO KOra LpBOT
MHdULMpan koMmnjytep oTBaparn 3agHa Bparta Ha TCP nopTtoT koj moxeno ga ce
NUCKOPUCTU 3a ofaariedeH npucrtan KOH KOMMjyTepoT M A0 CUTE NOAaTouu BO HEro.
Bagle.B, koja 6una gpyra BapujaHTa Ha Bagle 6buna gusajHupaHa ga npecraHe co
pacnpocTpaHyBaweTo Ha 28 JaHyapu 2004 roguHa, HO MHOry Apyrn BapujaHTU Ha
OBOj BMPYC NpoAoSiKyBaaT ga rv TopmMo3aT KOPUCHUUUTE U A0 OeH AEHELLEH.

MyDoom (2004)

lMpoueHeTa wWTeTa: Kora ro [OOCTUrHaNM BPBOT Ha  pacnpocTpaHyBake
nepdopmaHcute Ha WMHTepHeT Oune HamaneHu 3a 10 npoueHuUT, a BPEMETO Ha
oTBapawe Beb cTpaHu ce 3ronemurio co 50 npoueHTN. 3a nepuon of HEKorKy Yaca
Ha 26 Janyapwn 2004 roguHa MyDoom ce pacnpocTpaHun Hacekage Bo rrnobanHara
Mpexa npeky e-mavn. LlpBoT nosHaT m kako Norvarg, ce pacrnpocTpaHun Ha
3a00MKONEH Ha4YMH Kako npukayeH ajn Ha e-maun nopaka Koja CTUrHyBana Kako e-
Maun rpewuka cogpxejku ro Tekctot “Mail Transaction Failed.” MyDoom uctoTtaka ce
pacnpocTpaHyBarn npeky cnogenexHute ongepun Ha KopucHuuuTe Ha Kazaa peer-to-
peer. PasmHOXyBakeTO OMNO TOMKY YyCMELWHO Taka LTO KOMMjyTEPCKN eKcnepTu
Benene geka Ha cekou 10 mopaku npaTeHUM BO TEKOT Ha MPBUOT Yac coapxene
Bupyc. MyDoom 6un nporpammpaH Aga _—
conpe co LwMpereTo nocrne 12 debpyapn G

2004 rognHa
Thiz =yztem iz shutting down, Pleaze save all
& waork, in progrezs and log off. Ay unzaved
changes will be lozt. This shutdown was
initiated by MT ALUTHORITY4SY'STEM

Sasser (2004)

MpoueHeTa wTeTa: [eceTnum MUINOHU

Aonapu Time befare shutdown ;. 00:00:55

T

Sasser noyHan ga ce pacnpoctpaHyBa Ha Message————— =]
30 AI'IpVIJ'I 2004 roavHa u 6un AocTa 'TEb'xE"v\S-"Jlrll‘fltl‘?lr'FHDSLDST:;SSEHIS.E:SS.e:-:e' terminatedi
OECTPYKTUBEH 3a Oa WCKINy4Yum caTtennut 3a unexpectedly with status code 128. The |
KOMYyHKaLmja Ha HEKOU dpaHLycku | spsbern will now shut down and restart, |
HOBWHCKM areHumn. Toj ucTo Taka O6un 1 |
npuynHa 3a OTKaXyBakTO Ha  HeKkou

aBMOHCKM nNEeToBM W u3racyBameTo Ha
cuctemMuTe Ha OpojHM KOMNaHWM Ha WHTepHeT. 3a pasnuka of MnoBeKeTo LpBU
Sasser He ce npeHecysasn Npeky e-Maumn n He 6aparn HMKaAKBO B3eMHOAEjCTBME Of
KOPUCHWKOT 3a [a ro aktmeupa. 3a pacnpocTpaHyBawe LPBOT WMCKOPUCTUIT He
angejTupanu cuctemm co nHctanupan Windows 2000 unm Windows XP onepaTtuseH
cuctem. BegHalw WTOM Ke 3apasen HeKoj KoMnjyTep TOj MOYHyBan fa CKeHupa 3a

Image Copyright & F-Semre Corporation
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APYr HesalTUTEeH CUCTEM M Oa ce MNpeHece Ha Hero. 3apas3eHUTe KOMIMjyTepCcKu
cucTeMu NoYHyBarne [ia naraaT v a cTaHyBaaT HecTabumHu.

4.Sniffer (npucnyLwkKyBay)

CHudepute cnyxaTt 3a HaarnegyBake Ha MpPexXHUOT coobpakaj BO KOj yy4ecTByBa
KOMMjyTEPOT KOj Ce Haora Ha mpexarta Unu Bo HenocpeaHa 6nmM3vHa (Ha np. Hekoja
nokanHa mpexa). CHudpepute ce ynotpebyBaaT 3a npoBepyBawe Ha pabortarta Ha
client/server annukauuuTe, 3a npoBepka Ha Hekon uNTpu 3a npoBepka Ha
nogaTtoum T.e. ganu UCTUTE NpaBuUiHO PyHKUMOHMpaaT. Kako n noronemmnoTt 6poj Ha
KOMMjyTEpPCKM anaTku Taka U oBMe Moxe fa ce 3noynotpebart n ga ce nckopucrtat
3a cobupare Ha NO3MHKM KOW NoHaTamy MoXe [a Cce UCKOpUCTaT 3a ynaanm BO HEKOM
KomnjyTepckn cuctemun. Kaj 0es3KnyHuTe Mpexm Kage WTo MmMame 3aeHUYKU
MeauyM OBME anaTkM MHOTY YecTO Ce KOpUTCTaT, NpuToa ce MHOry OnacHW, a HUBEH
HajronieM adyT € Toa WTO MHOry 4YecTto MoxaT ga cobupaaTt nopgartouu oA
coobpakajot 6e3 npu TOa Aa GuoaT OTKPMEHM OQAHOCHO BO Hajronem 6poj Ha
Crny4yaeBu TUe He npakaaT HMKaKBM nakeTn OO ocTaHaTuTe ypeau Ha Mpexa OQHOCHO
He KOMyHMUMpaaT CO HMB TYKYy eQHOCTBaHO camo cobupaat naketu. Bo 3aBMCHOCT
O, KOMMMEKCHOCTa Ha BMEeTHaTUTe anropuTtMuM W CTpyKTypaTa Ha camaTta
nporpamal/ypepn noctojaT o6MYHM nNporpamm Kom mMoxaT fga cobupaaT naketm na 3a
3a/laya Ha KOPUCHWUKOT € HMB [a MM aHanuampa noHaramy, rna ce 4o komepuujanHu, a
npea ce BrnaauvHM HacnylwyBadn KoM MmaaT MOXHOCT N0 cobupaweTo Ha naketute
Aa rm coctaByBaaT OpuUrMHanHuTe nogartouu Kou bune npateHu, dakaaT NO3UHKK,
MMaaT MOXHOCTM 3a OUNTpUpawe Ha nogaTtoumTe, AeneHe Ha PasfMyHn rpynu u
noarpynu. VIcTo Taka ce 0BO3MOXYyBa [a ce OTKpUe KOj Ce e NPUKIy4YeH Ha MpexarTa,
Kora Ke ce patart ogpeneHu nogaTouu ce 3Hae Of KOro NoTeKyHyBaaT U 3a KOro ce
ynaTeHu T.e. MOXe MHOry fecHO fa ce oapeau Koj CO KOro BO Koe BpeMe (KOMKy U
LWTO) KOMyHUUMpan. NocTojaT MHOry BakBM Open source nporpamu of Kou Hajaobpu
ce: Ethereal, WireShark, Nmap n gp. Ho ucto taka nocrojat u cneuujanHum Kou ce
KpevpaHu CTporo 3a oapefdeHa HameHa T.e. 3a ynotpeba Ha BrnagvHuUTE areHuum,
TakoB € MpMMepoT CO anaTkata 3a MacoBHO crnefere Ha coobpakajoT HapedeHa
Carnivore, a e HanpaBeHa npeg HEeKONKy roguMHu 3a notpebute Ha FBI. IHTepecHo e
TOa LITO HejaMHaTa paboTa M HEj3MHOTO NOCTOEeH-E€ HE € YyBaHO BO TajHOCT (OCBEH
HEKOM AeTann OKOSKY apxXmuTekTypara).

Kako paborar sniffer-ute

3a ga MoxXe ga ce HacnywyBaaT naketute npBo Tpeba moxaT ga GugaTt npumeHu
oL CTpaHa Ha BallaTa MpeXxHa KapTuyka. 3a ga ce OBO3MOXW OBa Taa Mopa Aa
paboTu BO Taka HapeyeH promiscuous Mo, Koj OBO3MOXyBaa Taa Aa rv npuma cute
nakeTn Kou ce npeHecyBaaTt npeky mpexarta. OBa e BaXHO OMAejkn kapTuykuTe
BOOOMYaeHO ce KOoHdurypypaHm pga ruM npuMaat naketuTe Kou opfroapaat
ncknyumso 3a HuHata MAC agpeca. EgHa HeraTMBHOCT Kaj 0BOj Mof Ha paboTa e
LITO Npu HeroeaTa paboTa mncnpaka nogaTtoum 0O MpexaTa M Haj TOj HAYMH FIECHO
MOXe Aa buae oTKkpueH. HajuyecTo ce KOpUCTM Npu HaCnyLyBake Ha XXU4aHu MPEXN.
OBoOj npobrnem He nocton Kaj Ge3nyHuTe Mpexu Omaejkm eTepoT npeTcTaByBa
3ae[HWYKM OenvB MeguyM U CEeKOoj MOXe Aa Crylla Ha Hero He3 nNpuToa Aa mopa fa
ce aBTeHTMUMpa unm acouumpa. 3atoa oBge ce Kopuctu apyr Mog Ha paboTa Koj ce
HapekyBa monitor mog. Co Hero kapTuykata mMoxe [a Brie3e BO MOA Ha criyliamwe,
BO KOj Taa He npaka HMKaBM NOAaTouM Ha MpexaTta na 3atoa U He Moxe ga buge
OoTKpveHa. 3a fa He HacTaHaT 3abyHW, Mopa [a ce HanoMeHe [feka KapTudka
KOH(puUrypmpaHa Bo promiscuous mopg Ke cu paboTu nogenHakso Jo0Opo kako M BO
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XM4eHa Mpexa Taka U BO Be3XM4Ha mpexa. PaboTaTa e WTo M BO gBaTta cryyau
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MOXe aga buge OTKpUEHa, 1N nopaan camMmarta npmpoga Ha eTepoT Kako MeanymMm Moxe

(15]



Aa ce usberHe 0BOj Mof Ha paboTa a npuToa fa ce MOCTUrHaT UCTuTe pesyntatu
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6e3 cTpaB of OTKpMBake. YecTo ce nocTaByBa MpallakeTO 30LUTO € OBO3MOXEH
BaKoB MO Ha paboTa Kora TOj ce KOpUCTU 3a gobuBawe Ha MHOpPMaLUK, Yernkake
MO HW4YMja NPMBATHOCT M KaKO MOMOLUHO CPEeACTBO NMpW M3BedyBakbe Ha Hanagw.
OparoBopoT € MHOry npocT 1 egHocTaBeH. OBOj Moz He 6un HanpaBeH U OBO3MOXEH
3a Taa uen. Uenta my 6una ga ce KopucTu 3a nonpaeBku Ha mpexaTa. Toj u
noHaTamMy HajMHOry ce KOpUCTKU 3a Taa HameHa. Kora umarte npobnem co kapTuikarta
NPBO WITO Ke HarnpaBu HEKOj TeXHU4ap Koj e 3ad0ShKeH Ja ja ,nonpaBu“ e Aa ro
YKNy4n OBOj MO M Oa BMOM LITO Ce CryyyBa Ha MpexaTa M CO camMuTe Naketun a
noToa v ga 3akrnyyum Koj e npobnemot. VICTo Taka ce KopucTaT U Of KOHCYNTaHTCKM
dupmun. N He camo paboTaTa BO OBOj MO TYKY M HajroneMmoT Bpoj Ha nporpamn 3a
HacnylwyBahe Ce HanpaBeHW 3a KOPCUTEHE Of CTpaHa Ha KOHCYNTaHTCKM hmpmu
Kou BpLUAaT aHanm3a Ha coobpakajoT BO BallaTa KOMnaHuja, u3spLlyBaaT TecTupaka
Ha CUFYpHOCHOTO HMBO, UMK MakK Ce KOpPUCTaT Of CTpaHa Ha agMUHUCTpaAToOpuUTe Ha
Mpexu 3a Aa Bugat ganu BpaboTteHuTe ro TpowaTt paboTHOTO Bpeme cypdajku no
HEeKOM HenoXenHu cajtoBu. BUTHO camo fa ce 3Hae e fgeka NocTojaT ABa HaYMHU Ha
npakawe Ha nogatouuTe MPeKy Mpexa: E€HKPUNTUPaHW WM Kako YUCT TEKCT.
[okonKy ce npakaaT eHKpUNTMpPaHW Torawl TUe reHepanHo ce curypHm (ce pasbupa
Aeka nocrtojaT HauuHK TUEe fa ce AeKpunTupaaTt) Ao4eKa Nak nogaTouuTe npaTteHn
KaKO YMCT TEKCT Ce NIeCHO BMANUBK 1 pasbupnuen. MHOry 4ecto MHOry annukauum a
M CaMMOT MHTEPHET IO KopuctaT OBOj HauuH 6Guaejkm Taka nobp3o naTyeaaT
nogaTounTe OAHOCHO He Ce TpOoWW BPEME W MPOCTOP 3@ HUBHO KpUMTMpawe W
aekpuntupawe. Ha npumep kora nuwysame meusn, BykBuTe LITO HUE MM YnTame Ha
eKpaH Kako TakBM Ce npakaaT Ha Mpexa WU CO MOMOLU Ha BakBa nporpama Moxe
cnobogHo ca ce 4uiTaaT MnopakM M CinYHM nogatoun. Ha oOBOj HayMH 4ecTo
nogatoumte ce npakaaT og crtpaHa Ha Chat nporpamute, emaun nporpamute, Be6
CTpaHUTE U MHOTY ApYyrK nporpamun (nako Moxe fa ce noctaesu eHkpunumja Ha mIRC,
Messneger, ISQ, no angonT oBue onuum He ce NOCTaBeHU, U1 MHOTY KOPUCHUUWN He
m  kopuctaTt). O6uMYHO emaun knueHtute, ftp knmnentnte , telnet, Beb
npenucTyBadnTe M npakaaT MO3MHKUTE KaKO YMCT TEKCT, nma OOBOMHO € fa ce
uctanupa sniffer Ha MpexaTta unm co nanToTn ga ce Aojae BO Hekoja 6esxnyHa
Mpexa W ga rm mmate MHory 6p30 CuUTe JO3UMHKM M KOPUCHUYKM MMUHA Ha
BpaboTeHMTe BO KOMMNaHujaTa.

Network Topology where DHCP Client and
Server Reside on Same LAN Segment

DHCP Server DHCP Client

P P
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ButHO ga ce HanomeHe e geka cnywaweTo BO 6e3kmyHa Mpexa ceywTte He e
NPOTMB3aKOHCKO. MIMEHO aKkO HEKOj BMKa Ha NMOBMCKO TOH U MM KaXkyBa NO3MHKUTE Of
HEroBMTe KpeauTHU KapTU4dKK, a BUe Toa ,Cry4vajHo” ro cnyware, He NpaBuTe HULITO
HeneranHo. Ho gokonky BpwuTe gekpunuuja Ha nakeTutTe Torawl Toa € HenerasnHo
aejcTeue.

3awTuTta o HacnywyBawe

3a zawTuTta opf sniffer-n Ha kapTuUdkM Kom paboTaT BO promiscous Mo nocrtojat
nocebHN nporpamm KOM UCTO Taka BpLIaT HacnywyBawe Ha PmM3nyKo HMBO 1 GapaaT
sniffer-n. Egna takBa nporpama e AntiSniff. Ho Taa ce KopucTn Ha NnpuBaTHM MpEXN
T.6 Ha Mpexu oA OApedeHW KOMMaHUW WU WHCTUTYUMMK, OoAeKka 3a AOMalLHK
KOPUCHULM N HE MOXe HeLTO NoBeke Aa Ce HanpaBu T.e CO CUIYPHOCT HMKorall
HemMa fa 3HaeTe Adanu HeKOj MM HacnywyBa BawwuTe naketn. 3atoa Hajoobpa
CUTYPHOCT € aKo KOPUCTUTE EeHKpUnuja Ha annukaumcko HuBo. [JobGpa 3awTuta e
kKopuctewe Ha SSL( Secure Sockets Layer) sawtuteHn Beb6 ctpaHu. Mcto Taka
nobpa paboTta e ga ce Kopuctu eHkpunuuja 3a Chat kaHanu, mIRC, Messenger-u.
[obpa nporpama 3a eHkpunuujaHa emaunn e PGP (Pretty Good Privacy) Ho uma n
ywTe nogobpa open source nporpama npaseHa no tepkoT Ha PGP a ce HapekyBa
GPG.

(18]



5.Spoofing attack(JlaxxHO npeTcTaByBaH€)

Moa 36opoT spoofing obnyHo ce nogpasbupa meTon BOj ce npakaaT NakHU
WHpopMauun 0O oapeAeH KOMMjyTep O4HOCHO Ce naxe OApedeH XOCT Aa MUCn
[eKa HMe CMe HeKoj KOj He cMme. Mima MHory LumMpoka npMmeHa na 3satoa uma u MHory
noaTUNoBM UM HerosBu Bapujaumn. MHOry 4ecto ce KOpUCTM 3a [da ce CcKpue
rnokaumjata og koja goara Hanarfayot. Hijacking-oT e TecHO noBp3aH co spoofing-ot
OLHOCHO AypU U MOXe Aa Ce Kaxe [eKa € MpoAoShKeHMe unv edHa noHanpegHa
Bapujaumja Ha spoofing-oT. Toj nogpa3dbupa npesemMare Ha HeYNj NOEHTUTET CO LieN
Aa My ce npeseme HeroBa cecuja. [lopagm Toa WTO BO caMnoT MeTo Ha hijacking
ce kopucTn mn spoofing-ot, Bo npogorkeHne Ke bugat objacHeTn gBata meToaum
3aegHo.

HajnosHaTtuoT spoofing Hanag ce HapekyBa IP spoof. Toj ce 3acHoBa Ha IP
HMBO, OOHOCHO Ha (akTOT 3a Aa ce OocTBapu oTBopeHa koHekumja TCP/IP 6apa
agpeca Ha ucnpaka4yoT T.e. noBpaTHa agpeca aa buge cmecteHa no NpUCTUrHaTuTe
naketn. MHory 4ecto oBae ce CTaBa NnaxHa agpeca CO LITO Hanara4yoT OCTaHyBa
COKPUEH.

Hajoobpo vaejata Ha HanagoT ©m ce onuwarna co KOHKpeTeH Hanag. [Ja ce
npeTnocTaBM [eka uMa ABa XocTa, XOoCT A M XocT B kou KoMmyHuuuMpaaT npeky
WHTEPHET MpexaTa. Toa LWTOo caka Aa ro Hanpaeu HanaradoT e Aa rm nsnaxe gsaTta
XOCTa 3a Hemy Ja My M ucnpakaat nogatouuTe T.e. Aa ce npeTctaBu XocT A aeka
TOj e xocT b 1 obpaTHO Ha b aa My ce npetcTasun geka e A. Toa ro npasu Ha TOj
HauuH WwTo Tpeba aa ro ybeam xoct A geka IP agpecata Ha xocT b e npomeHeTa n
npuoTa fa ja HaBege cBojata IP agpeca kako HoBa IP agpeca Ha b, a nctoto ga ro
HanpaBu M Ha gpyraTa cTpaHa T.e. Ha b ga my kaxe pgeka IP agpecata Ha A e
npoMeHeTa M HeroeaTa agpeca Aa My ja Kaxe Aeka e HoBaTa agpeca Ha A(Man in
the Middle Hanap).

@5Src=Client @Dest=Serveur

8/

PaboTtata e BO T0oa wWto A 1 b ga He 3HaaT WTO ce crydyBa, NpuToa cute
MerycebHn nopaku ke rm npakaart 4O HanaradoT Koj Ke r'v Ynta, MoXe Aa r'm MeHyBa,
Hekou oa HUB Ada rn 6puwe u cn. OTKako Ke rm Jobue nocakyBaHUTe pesynaTaTu, ce
KOpUCTW NpakTuka Ada rm nssectn ywte egHaw A n b 3a npomeHa Ha IP agpecaTta
T.e. Ja UM ja Kaxe OBOjnaT HMBHATa BUCTMHCKa IP apgpeca, 6ugejkm ako He ro
HanpaBu Toa pPU3NKyBa TMe Aa OTKpuWjaT Aeka Leno BpeMe HeKoj Apyr rm crnegen
HUBHUTE NOpPaKu.
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KaxxyBakeTO Ha HOBaTa agpeca € MHOry efHOCTaBHO W ce OABMBa CO
kopucterwe Ha ARP (Adress Resolution Protocol) 6apare HanaradoT ke UM ja npaTtu
nuctata nopaka KaxyBajkm MM ja HoBaTta IP apgpeca, noctaBeHa BegHaw o MAC
agpecara, geka e nosmpaHa Ha XXX XXX XXX.XXX. Oea ke rv Hatepa A n b pga ja
update-yBaaT cBojaTta ARP Tabena co HoBaTa agpeca CO WTO cuTe nogatoum ke ce
npakaaaT 4O KOMMjyTepoT Ha HanarayoT. OBae Tpeba ga ce HanoMeHe feKka eqHu
o4 Hajno3HatuTe Hanagu DoS u DDOS BCywHOCT npeTcTaByBaaT efeH BuA Ha
Spoofing Hanaaw.

5.1.MAC Spoofing

Hekon npuctanHu Touku( Access Point) nmaat onumja aa oBoamoxaTt (Mnu
HeoBO3MOXaT) npuctan o Mpexata Bp3 6asa Ha MAC apgpecaTta koja ja nma
BalwaTta 6eaxnyHa kaptmnyka. OBne agpecu (HajuecTo go3BonyBaaTt 4O Makcumym 20
pasnuyHu agpecu) ce 4YyBaaT BO efHa NUCTa, O Kade Kora Hue cakame ga ce
aBTeHTUUMpaMe M acouupame cO npucrtanHaTta Todka, Taa ja rnmega HawaTta MAC
agpeca koja naTyBa HU3 eTepoT U CTUrHyBa [0 NpuUcTanHata ToYka M ja cnopenysa
CO nuctaTa, AOKOMKY ja Hajoe BO Taa nucTa Hac HW e [O3BOSieH npuctarn, BO
CMPOTUBHO NPUCTanNoT He € JO3BOSEH.

OBa npeTcTaByBa CKOPO HMKaKBa 3aliTuTa oA npodpecumoHanuu, Ho buaejkn
norosieMmMoT 6pPOoj KOPUCHULM U HE T MHTepecupa Baw MHOry TEXHMKaTa U ce marno
pasbupare, MoXe Aa Nnocrnyxun kako oabpaHa. Mako co npaBute nporpamm MOXxe Aa
ce pobue npucTtan 3a Hekonky cekyHau. MoxHO e HanarfayoT fa ja HacnywyBsa
MpexaTta 1 OOKONKY uma 6apem efeH nerMtMMeH KOPUCHUK T.€. NNECHO Aa ja OTKpue
HeroBata MAC appeca, Ouaejkm Taa naTyBa He3alITUTEHO HMU3 €TEpoT, Taa ce
AeTeKkTupa 3a HeKOmnKy cekyHau co nporpamu kako Etherial nnu WireShark. Otkako
ce nobue agpecaTta Ha NermMTUMHUOT KOpPUCHUKK, Tpeba HawaTta MAC agpeca ga ce
NPOMEHN BO Taa Ha KOPUCHUKOT T.e. Ja Ce KroHupa. 3HayuM HUe He ja MeHyBame
XapOBepcks oBaa agpeca ( Ha camata KapTudka W noHatamy CuM OCTaHyBa
HanuwaHa opurrHanHata MAC agpeca o npovM3BOAUTENOT) TYyKy camMO BO
co(pTBEPOT Ce MEHyBa M ce CTaBa Apyra. 3a BakoB TUMN Ha Hanag nocTtom KopucHa
nporpama HapedeHa SMAC. Oaa nporpama paboTtn camo Ha Windows onepaTuBHU
cuctemun, n ucrata e kopucteHa og CISSP, CISA, MSCE wn npodecuoHanHurte
copTBepckn UHXUHepu. Taa wma efHOCTaBHa HaBuKaumja W Hyau gocta
MHGOpMaLUKM 3a MpeXHaTa KapTuUyKa Kako LUTO Cce:

e |D Ha ypegoTt

e AKTMBEH CcTaTyC

e O6jacHyBane(MHdopmauum 3a) NIC
e CnydwmpaH ctatyc(JA/HE)

e |P agpeca

e AktuBHa MAC apgpeca

e CnydwupaHa MAC agpeca

e NIC xapBepcku ID

¢ NIC koHurypauunckm ID
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Mo cTtapTyBaweTO Ha nporpamaTa Taa faBa NUCTa Ha akTUBHW MPEXHU ajantepu.
Tyka ce rmega ganu gobvsame WHopMauun of Toa Janu e akTUBEH aganTepor,
aanuv e cnydupaH, HeroBoTo ume, IP agpecata un Herosata MAC agpeca.
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6.MpexHa 6e36egHOCT

3awTtnTtata Ha nogaTouuTe of cekorawl € 6un BaxeH (pakTop Ha HeKou
noeavHuM wunu komnaHuwn. WHpopmaumjata Koja ce WTUTM MOXe Oa Guae oA
Hajpa3nnYeH KapakTep: TexHUYKa, KomepuujanHa, JQUHaAHCUCKa, NU4YHa W ap.
NHpopmaumjaTa Moxe a ce YyBa BO 3alUTUTEHa NpoCcTopuja, Ha NpuMep KoMnaHuvja
Koja uma obesbenyBarwe Ha Bre3oT U Bre3 e J03BOSIEH
camo Ha NoeanHUM.

Ho <co TekoT Ha BpemMeTo TexHororujara
HanpegHyBa M nocton notpeba 3a moronema KonuyvHa
Ha nogaToun U WHpopmauum T.e. ce NpemMuHyBa Ha
KOMMjyTepCckM cuctemm ko mmaat notpeba o 3awTmta Ha Tue nogaTtoun, a
nocebHo kora cTaHyBa 360p 3a KOMMNjyTEPCKM CUCTEMM KOWU Ce MNOBpP3aHuW BO
KomnjyTepckn mpexu. Komnjytepckute mpexun 6une co3gageHun co uern cnojyBake
Ha KOMNjyTepu of pasnu4Hu Nokauum Taka da MoxaT fa genaTt v pasmeHyBaat
nogatoum T.e. a KOMyHuuupaaT merycebHo. KopucHuumte mopa ga éugat curypHu
AeKa HUBHUTE Mpexun Ke bugaT ocurypeHu O HeOBracTeHO HaarneayBawbe U
3aWwTuTa O HEOBNaCTEHM KOPUCHUUM Ce CO Len 3awTuTa Ha npuBatHUTE
NMHopMauun n og MeEHyBaH-€TO Ha UCTUTE BO TEKOT Ha MPEHOCOT Npeky Mpexara.

CurypHocta Ha wuHdoOpmauujaTa Mma TpPpU OCHOBHM CBOjCTBA: TajHOCT,
nHTerputeT 1M goctanHocTt (Confidentiality, Integrity and Availability). OctBapeHaTa
CUTYPHOCT u3rnega egHocTaBHa — camo Tpeba fga ce 3ayyBaaT oBME TpW CBOjCTBA.
Nako oBa u3rnega Kako edHOCTaBHO BO Mpakca Toa He € NecHO da ce ocTeapu
3apagu ucnpenneTteHocTa U ronemMmotr 6poj Ha WHopMauuKn, Aenewe Ha UCTU
MHdopMauun nomery noseke ocobu un cn.

Ha CUTypHOCTa BO MpEXUTe NnoeaHOCTaBHO MOXe fOa Ce rnena Ha cnegHunoT
Ha4nH:

e CurypHoOCT BO npucTanyBaweTo
- ABTeHTMKauuja
- AsTopusaumja
e CurypHOCT BO NPeHOCOT Ha nogaToum
- EHkpunuwuja
- TyHenupame.
CurypHocCT BO npuctanyBaweTo

AsmeHmukayujama e npouec BO KOj Ce npoBepyBa MAEHTUTETOT Ha Hekoja ocoba
(vnn rpyna) Bo cucteMoT. Toa ce BplKM CO BHeCyBawe Ha KOPUCHUYKO MME U
nosvHka. Toa e egHa oA HajeQHOCTaBHWUTE 3alITUTW BO MPUCTaNOT U UCTO Taka
HajeAHOCTaBHa 3a umnnemMeHTtauunja. CUCTEMOT Ha KOj ce npuctanysa rm nma cute
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NMapoBM Ha KOPUCHWYKM UMMHA W NO3WHKM K [OKOSMKY e[eH nap He opgrosapa
CUCTEMOT ro oTpdhnia (He My 403BOSyBa Aa npucTanm).

Asmopu3sayujama KaxyBa pfanuM JfMYHOCTa Koja ro rMoMuHana 4YekopoT Ha
aBTEHTMKaLUMja MaeHTudurKyBaHa BO CUCTEMOT MMa (M ako mma) ogobpeHuTe 3a
npucTanoT A0 pecypcuTe n 4o Koe NpucTanHMyko HMBO(aHr. Security clearance). Toa
BO CEKOjAHEBHMOT XMBOT MOXe ja ce cropean co npoBepkaTa Ha KapTuTe BO HeKoja
KMHO cana, n MecToTO 3a Cefiere Koe e ogpeaeHo Co Taa KapTa.

CurypHocT BO NpeHoCOoT

TyHenupaweTo CNyXu 3a 3awTuta Ha nogatouuTe npu npeHocoT. Mery
Hajno3HaTUTE U HAjKOPUCTEHUTE MPOTOKONMM 3a oBaa 3awTuta ce: PPTP, L2TP,
IPSec, SSL(Secure Socket Layer), TLS(Transport Layer Security), EAP(Extensible
Authentication Protocol), EAP TTLS — EAP Tunneled TLS Authentication Protocol.

PPTP npomokon - E mMpexeH NpOTOKOS&T KOj OBO3MOXYBa CUTrypeH MpeHoC Ha
nogartouute og oganedeH Windows kopucHuk go Windows cepBep BO ogpeaeHa
Mpexa co kpeupawe Ha VPN(Virtual Private Network) npeky TCP/IP 6a3supaHa
Mpexa.

L2TP npomokon — Kapaktepuctukute Ha L2TP npoTtokonoT( NpoTOKON of BTOPO
HMBO) 0b6e3benyBa nnatdopma 3a VPN 6asupaHa Ha cTaHgapau v rm UcnonHyeaat
ycrnoBute 3a 6e36egHOCT M MHTErpuTeT Ha nogaTtoumte Kou M ce notpebHu Ha
dbupmMuTe 32 NPEHOC Ha oceTnvBu nogatoun. EnemeHTute WTO ce noTpebHn 3a
peanusauuja Ha oBaa 3alTuTa ce:

- L2TP npuctaneH koHueHTpatop (LAC — L2TP Access Concentrator)
- L2TP mpexeH cepep (LNS — L2TP Network Server)
- Cepsep 3a mpexeH npuctan (NAS — Network Access Server).

IP-IPSec, CueypHoceH npomokosn - CurypHoceH |IP e 6asupaH Ha cTaHgapauTe Kou
rm passuna rpynata IETF. CtaHyBa 360p 3a OTBOpeH cTaHgapa Koj obesbenysa
cUrypHa npuBaTHa KOMyHuKauunja npeky Mpexa. IPSec o6e3begysa TajHOCT,
WHTErpuTeT W aBTeHTUKaumja Ha nogartouuTe nomery [OBeTe CTpaHu KOW LITO
KOMyHuUMpaaT npeky jaBHa I[P apgpeca. IPSec npumeHyBa asTeHTUKauuja wu
eHKpunumja Ha MpexHo HMBo Ha OSI mogenoTt, obe3benyBa CUrypHO pelleHue of
TOYKa OO TOYKa BO camaTa MpeXHa apxXuTekTypa, na 3apagum Toa KpajHuTe cuctemu
N annukaumm Hemaat noTpeba of Apyra akTMBHOCT 3a Aa MMaar nojaka sawTuTta.
BnarogapeHne Ha oOBMe KapakTepuUCTUKW BO rofiemMa Mepka ce HamanysaaT
TpoLlounTe 3a MNNemMeHTauuja u ynpaByBame.

MpoBepka Ha UHTErPUTETOT BO NPEHOCOT

Checksum — EpeH op HajcTapute HauMHM 3a MNpPOBEpKa Ha MHTErepuTeToT Ha
nogaTtoumnTe KOj UCTO Taka MOXe Aa NpeTCTaByBa Ha4yMH Ha aBTEHTMKaLMja 3apagu
Toa wTto (Invalid checksum) nogaTouMTe Ce Ha HEKOj HaYMH KOMMPOMMUTMPAHW.
Checksum ce ogpeaysa Ha 2 HaYMHMU:

[a ce npetnocTtaBu geka checksum-ot Ha egeH nakeT e 1 byte. [No3HaTo € aeka 1
byte = 8 bits n cekoj 6Gut mMoxe ga uma camo ABe cocTojbu, of kKage LWTo
3aKknydvyBame Aeka BKYMHO Moxe fa nma 28 MoxHu kom6uHauumn. McTo Taka nosHaTo
e fgeka bpoeneTo Ha GuToBuUTe 3anoyHyBa of 0 n BKynHO uma o 255 BpegHocTu.
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Hokonky uma 1 6ajT 3agageHnoT nakeT BKYMHO nmame 255 BpegHOCTU U nomMarnky
TOonKy checksum uma To4YHa BpPeAHOCT, a MNaKk AOKONKy cymata Ha 6ajToT Ha
AafeHNOoT nakeT uMMa noronema BpedHocT of 255 Ttoraw checksum pobueHata
BpeaHOCT ja aenn co 256. Bo npogormkeHne e gageH eaeH npumep.

Mpumep:

Bytel Byte2 Byte3 Byted Byte5 Byte6 Byte7 Byte8 BkynHo | Checksum

212 232 54 135 244 15 179 80 1151 127

- 1151/256 = 4.496(3a0KpyXeHo Ha 4)
- 4 x 256 = 1024
- 1151 - 1024 = 127

CRC (Cyclic Redundancy Check) — OBOj Ha4MH Ha npoBepka € MHOry CrM4YeH Ha
KOHLIENTOT Ha NpoBepka kako checksum co Toa LWTO KOPUCTU T.H. MOMMHOMMWASHO
aenewe (aHr. Polynomial division) 3a ga ja aosHae BpegHocta Ha CRC koja 06u4HO
e 16 nnu 32 6utHa. [lobpaTta ocobuHa kaj nposepkata co CRC e Toa WTO € MHory
npeumsHa TexHWKa Of MpuYMHa LWITO ako camo efeH OuT e pasnunyeH, KoHeyHaTa
BpegHocT Ha CRC Hema fa ce coBnara u co Toa ke npujasu rpewka. HegoctaTok Ha
OBaa MpoBepKa e Toa LITO MOXe Aa ce NpaBu Kopekuuja BO TEKOT Ha NPEHOCOT Ha
WHpopmaumjata, a BO UCTO BPEME He HyOM HUKAKBA 3aliTMTa Of HanaguTte Ha
nogatouute. Bo TOj cnyyaj ce KopucTaT Nno COPUCTULMPAHN TEXHUKN KaKO LUTO ce
jaBHUTE NN CUMETPUYHN KINyYEBMW.

Annukauyucku cepsucu
- PGP - Pretty Good Privacy
- S/IMIME - Secure/Multipurpose Internet Mail Extensions
- SET - Secure Electronic Transaction
- Kerberos
-  SSL/HTTPS.

HaBegeHuTe annukauucku CepBUCKM CE HajYeCTO KOPUCTEHW BO KOMIMjyTEepPCKUTE
Mpexun (MHTepHeT).
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7.FIREWALL (OrHeH sun)

OrHennoTt sug (Firewall-oT) npeTcTtaByBa efHa 04 OCHOBHUTE 3aLUTUTU Ha MpPEXUTE.
Co HMB ce 3awWwTuUTyBa fiokanHaTa Mpexa of Hanagu HagBop of Mpexarta. Cekoj
LAN ce noBp3yBa Ha HTepHeT npeky gateway koj obudHo Bknydysa u firewall. Co
firewall moxxe cekoj NPOTOK Ha NogaToun KOj He e J03BOJSIEH Aa ce OO03BONU unu ga
ce [03BOSIM CEeKoj NMPOTOK KOj He e 3abpaHeT. [NlocTojaT ABa Buaa Ha firewall-osu:
packet-filtering firewalls n application-level gateways. Firewall-ute 3a duntpupamre
Ha naketn (packet filtering firewalls) ru ucnutyBaaT cuTe nogatoum UCNpaTeHU
HagBOp Of HaaBOp — KOH nokanHata mpexa (LAN) u aBTomatcku rm opbveaaT
nakeTuTe Kou nmaat agpecu of fnokanHara mpexa. lNpumep, ako HeKoj Hanarad T.e.
HEeKoj Xakep HagBoOp Of MpexaTta ja OTKpMe MpexHaTa agpeca Ha Komnjytep of
nokanHaTta mpexa un ce obuae ga ncnpaka naketu npeky firewall-ot  koj unTtpupa
nakeTu, Toj ke rm ogbve naketute Guaejkn nmaat nokanHa agpeca, a NOTeKHyBaaT
HagBop of mpexara. [Npobnem e Toa wrto oBue firewall-oBu ro ncnutyBaat camo
N3BOPOT Ha nakeTuTe, a He U camute nakeTu. Llenta Ha gpyrmnot Tun Ha firewall T.e.
application-level gateway e ga ja ucnmta cogpXxuHaTta Ha nogaTtouuTe.

L —
s,
s

H[ntern et ;

T

Firewall Router
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Bo cnegHata Tabena ce gageHM MHOXECTBO Ha npasuna geduHUpaHn Kaj eaeH
firewall og TMnoT Ha packet-filtering.

U3BopHa

appeca

U3BopHa

nopra

DecTtuHauucka agpeca

nopra

OecTuHauucka

Axumja

Onuc

Any

Any

192.168.1.0

> 1023

[ossonu

[ossonysa nospatHu TCP
KOHeKLUM JO BHaTpeLLHaTa

noampexa

192.168.1.1

Any

Any

Any

3abpaHu

Cnipeun ro Firewall-oT cam
AVPEKTHO a ce KOHeKTUpa

6uno kage

Any

Any

192.168.1.1

Any

3abpaHu

Cnpeuu r'v HagBopeLHUTe
KOPUCHULM AMPEKTHO Aa

npuctanat go Firewall-oT.

192.168.1.0

Any

Any

Any

[o3ssonu

BHaTpeLuHuTe KOpMCHULM
MOXaT Aa npucrtanat Ao

HaaBopeLllHUTe cepeepu

Any

Any

192.168.1.2

SMTP

[ossonu

[o3Bonu Ha HagBoOpeLLHU
KOPUCHMLM Aa HW npaTtaTt

email

Any

Any

192.168.1.3

HTTP

Lossonu

[ossonu npuctan Ha
HaaBOpeLIHU KOpUcHUUM 0o

WWW cepsepoT

Any

Any

Any

Any

3abpaHu

"Catch-All" npasurno - Ce
LUTO He e JO3BOJIEHO - €

3abpaHeTo

Server/PC

Internet

Firewall

Server/PC

Server/PC
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8.3AKITYHOK

CurypHocTa BO MH(popmaTMykaTa TEXHOSiorvja BO AEHELHO BpemMe npeTcTaByBa
MHory BaxxeH ¢aktop. Co 3ronemMyBaHeTo Ha MHOPMaLMUTE BOOMLWTO, a CO Toa U
coobpakajoT HM3 KOMMIIEKCHO Au3ajHUpaHUTE WHMOPMAaLMOHN MPEXW, HUBHATa
AOCANHOCT, WHTErpuTeT U TajHOCTa Ha UCTUMTE YCNOBYBa Aa Ce pasBMBa HOBa
TexHosnorvja (xapaBepcka unm codTBepcka) T.e. pelleHuja kou ke obesbepar
nobp3 npeHoc M WTO € noBaxHo nobes3beneH BO norneg Ha curypHocta. Co
nopacTtoT Ha Kpeupawe Ha 6e3begHn pelueHuja pacte M 6pojoT Ha CUTYPHOCHU
Hanagn Kako BO KOMMjyTEPCKUTE MpEXW Taka M BO APYrM TUMOBU HA MNPEHOCHM
cuctemn. Co BoBegyBawe Ha HOBU CUIYPHOCHM MPOTOKOMN 3a NPEHOC Ha nogaToum
n MHOPMaUMM U MPUMEHN Ha HOBU TEXHWKM CE YCMNOBYBa U pa3Boj HA HOBU TUMOBM
Ha CUrypHOCHM Hanagwn bugejkm Tne 3aBucaT efHu O4 APYrv T.e. Kako LTO pacTe
Op3nOT pa3Boj M TEXHMKA Ha 3alTUTa M NPEBEHLMja Ha nogaToun of Hanagu Taka
uMa 6p3 pasBOj Ha HOBW TEXHUMKM WU METOAM KOW Cce pas3BuBaaT 3a Hanagu u
3noynotpeba Ha nHgopmaLmm 1 nogaToum.

KopucteHa nutepartypa:
1. Microsoft Encarta 2005 EHumknoneguja
2. Wikipedia, The free encyclopedia
3. Hacking for Dummies 2" Edition, Kevin Beaver

4. MHory6pojHu hopymu noep3anu co IT CurypHocTa.
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Posetite nas na sajtovima ispod:

http://www.maturskiradovi.net

http://www.maturski.net

http://www.seminarskirad.org

http://www.seminarskirad.info

http://www.seminarskirad.biz

http://www.maturski.org

http://www.magistarski.com

http://www.essaysx.com

http://www.facebook.com/DiplomskiRadovi

Takode, na sajtu pronadite i tutorijale, referate, primere radova, prepri€ane lektire, vesti, €itaonicu... Na ovom sajtu ste u prilici
pronaéi preko 10000 radova iz raznih oblasti: ekonomija (menadzment, marketing, finansija, elektronskog poslovanja, internet
tehnologija, biznis planovi, makroekonomija, mikroekonomija, preduzetnistvo, upravljanje ljudskim resursima, ...), informatika
(internet, informacione tehnologije, softver, hardver, operativni sistemi, baze podataka, programiranje, informacioni sistemi,
raCunarske mreze, ...), biologija i ekologija, filozofija, istorija, geografija, fizika, hemija, knjizevnost, matematika, likovno,
psihologija, sociologija, ostali predmeti (politika, saobracaj, masSinstvo, sport, muzika, arhitektura, pravo, ustav, medicina,

engleski jezik, ...).

Uspostavljanjem ovog projekta, zadovoljila se i veoma prisutna potreba za specijalizovanim timom, koji ée na studente i
omladinu pravovremeno i adekvatno delovati u edukativhom i pozitivno usmeravajuéem pravcu, ali i predstavljati efikasnu

podrsku u pisanju sopstvenih radova.

U cilju pruzanja Sto kvalitetnijeg sadrzaja radova, okupljen je odabrani tim, sastavljen od iskusnih struénjaka iz rali¢itih oblasti,

¢iji je cilj da autorskim pristupom i prepoznatljivim stilom izraduju i istrazuju najrazli€itije oblasti i afirmiSu slu¢ajeve iz prakse.
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Za sada posedujemo gotove radove iz oblasti prava, ekonomije, ekonomike preduzeéa, javnih finansija, spoljnotrgovinskog
poslovanja, informatike, programiranja, matematike, fizike, hemije, biologije, ekologije, menadzmenta, astronomije, carine,
Spedicije, poreskog sistema, javne uprave, racunovodstva...., a uskoro ¢emo se prosiriti i na ostale oblasti. Inace, izrada

maturskih, seminarskih, diplomskih radova po Zelji je naSa primarna opcija. Nakon $to aplicirate za odredeni rad, dobicete
odgovor najkasnije za 24h.
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